
Position Description: IM Wi-Fi Technician 
 

 

 Basic Function of Position: 

The Wi-Fi and mobile support technician's primary task is to maintain the connectivity, integrity and 

availability of the WLAN and provide support to end users for any issues relating to end-point 

configuration and connectivity. 
 

  Responsibilities: 

 

WLAN Functions (25%): Managing, administrating, monitoring, and maintaining the operations of 

post's WLAN equipment to include a WLAN controller, Layer 3 Switch, Access Switches, Firewall, and 

over 50 Wireless Access Points. 

 

Documentation (15%): They are responsible for creating documentation for best practices of wireless 

LANs, securing infrastructure of the network by deploying firewall and anti-virus software, analyzing 

network performance of mobile applications, verifying the performance, the quality of radio frequency 

(RF), and devising plans for optimizing the wireless network. Additionally, generate and maintain 

documentation concerning network mapping, network configuration and processes. 

 

Troubleshooting (10%): Fix any issues related to the disruption of WLAN connectivity because of 

equipment failure, deteriorating cables, misconfigured endpoint, overutilization, signaling issues, issues 

with service providers, or malicious attacks from external threat sources. Issues with the WLAN would 

be handled by the Wi-Fi and mobile support technician. Issues with the service provider 

would be escalated to the support team working for the service provider. Client device issues could be 

managed by the Wi-Fi and mobile support technician or any of the system administrators working in the 

information Services Center.  

 

IRM Helpdesk Operations (20%): The Wi-Fi and mobile support technician may provide support to 

IM staff or customers with issues outside the scope of Wi-Fi and mobile support to include anything that 

a system administrator or assistant does, or other duties as required by the Information Management 

Office. 

 

Planning (20%): Capacity planning, WLAN maintenance, network upgrades and change management 

require an active planning window of 3-6 months. The Wi-Fi and mobile support technician is expected 

to suggest recommendations for improving network infrastructure to meet changing business 

requirements. Should work as per the mission's aims and objective, and be adept in the best practices of 

network management, network capacity planning, and network security principles. Stays abreast of 

Department standards, policies, equipment life cycle, licensing, and strategic plans for expanding 

enterprise Wi-Fi and converging the network architecture with OpenNet and our PBX network. 

 

Procurement (10%): Working with IMO and consulting with section heads on immediate and long term 

Wi-Fi and mobility needs. Prepares annual procurement with systems manager on mission resources and 

training needs as it related to enabling the mobile diplomat. 


